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The GloBE-Reg Data Sharing Agreement (DSA)
	The University Court of the University of Glasgow
University Avenue
Glasgow G12 8QQ
United Kingdom
in its capacity as joint data controller of the GloBE-Reg Registry

(“Party A” or “Data Discloser”)

	[INSERT LEGAL NAME]
[INSERT ADDRESS]

(“Party B” or “Data Receiver”)













1.	Purpose of this document

1.1 Party A manages the GloBE-Reg Registry (the Registry), which is an international registry for rare conditions affecting bone and endocrine health.

1.2 Party B employs an investigator who wishes to access data contained within the Registry for the purpose of research.

1.3 Certain data within the Registry is personal data for the purpose of Data Protection Legislation (as defined below). Party A is a joint data controller of such personal data alongside the clinical centres whose data are contributed to the Registry. 

1.4 Under the joint data controller arrangements for the Registry, Party A enters into this agreement with Party B to set out the arrangements to allow Party B access to the data within the Registry.

	
2.	Interpretation

2.1 The following definitions apply in this Agreement:

Agreement: means this GloBE-Reg data sharing agreement.

Data: the data described in the ‘Data Requirement & Management’ section of the Data Request Form.

Data Access Committee: the data access committee for the Registry, details of which are available at https://globe-reg.net/data-access-committee/ 

Data Request Form: the data request form previously completed by Party B and submitted and approved by the Data Access Committee

Data Protection Legislation:

0. the laws of the United Kingdom or of a part of the United Kingdom to which a party is subject, which relate to the protection of personal data, including the UK GDPR as defined in Section 3(10) (as supplemented by section 205(4) of the Data Protection Act 2018); and
0. the laws of the European Union or any member state of the European Union to which a party is subject, which relate to the protection of personal data, including the General Data Protection Regulation ((EU) 2016/679).

Data Subject: means an identified or identifiable natural person; an identifiable natural person is one who can be identified, directly or indirectly from the Data.

Party: Party A or Party B and Parties shall mean both of them.

Project: the project described in the ‘Project Details’ section of the Data/Research Request Form.


3.	Data Sharing

3.1	Party A agrees to share with Party B the Data for the Project. Party B may not use the Data for any other purpose than the Project.

3.2	Party A will transfer the Data to Party B via a secure file transfer system using password protection, according to current regulations at Party A.

3.3 	As a special precaution for people with rare conditions, the Parties acknowledge and agree that, other than date of birth, the Data have been stripped of direct patient identifiers and will therefore be pseudonymised personal data before Party B is given access to it under this Agreement. 

3.4	Party B is an independent data controller (as defined in the Data Protection Legislation) in respect of its use of the Data for the Project.


4.	Conditions

4.1	Each Party shall ensure that, if applicable to its processing activities, appropriate privacy notices and/or policies are communicated to the relevant Data Subjects which explain how the Data will be processed pursuant to this Agreement.

4.2	Party B confirms that it has appropriate technical and organisational measures in place to protect any Data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, and which provide a level of security appropriate to the risk represented by the processing and the nature of the Data.

4.3	Party B must treat any Data received from the Registry with a level of confidentiality that is at least equivalent to the following principles:

4.3.1	All Data will be treated strictly confidentially and Party B shall have in place procedures so that any third party it authorises to have access to the Data, including employees and (sub)Processors, will respect and maintain the confidentiality and security of the Data.
4.3.2	Any person or organisation acting under the authority of Party B, including a (sub)Processor, shall be obligated to process the Data only on instructions from Party B and in accordance with the terms of this Agreement. This provision does not apply to persons authorised or required by law or regulation to have access to the Data. 
4.3.3	Party B has in place confidentiality policies and its employees are trained in confidentiality.

4.4	Party B shall not attempt to re-identify any individual from the Data or communicate with any Data Subject re-identified from the Data, nor to link or attempt to link the Data to other data or information except with specific prior written consent from Party A.

4.5	As a minimum, Party B will provide Party A a progress report on a 12-monthly basis while the Project is active and a final report at the end of the Project.
		
4.6	Party B shall notify Party A as soon as reasonably practicable after becoming aware of any unauthorised or accidental access, use or disclosure of the Data, and to co-operate with any investigation made by Party A in connection with the unauthorised or accidental access, use or disclosure of the Data.

4.7	After publication of the results of the Project, Party B shall send a copy of the Data that have been used for the publication to Party A through the secure systems in clause 3.2. Party B should also hold any Data that have been used for the publication for 15 years after the date of publication after which these Data should be destroyed. 

4.8	If in carrying out the Project, it becomes possible for Party B to identify one or more living individuals from the Data, the Party first becoming so aware shall notify the other Party and the Parties shall discuss how to proceed. This may specially be the case where the number of Data Subjects that are being described is very low, for instance, in single figures.

4.9	In the event a Data Subject withdraws their ethical consent to participate in the Registry or objects to the use of the Data pursuant to Data Protection Legislation, Party B will, at the instruction of Party A, immediately return or destroy the Data from that particular Data Subject.

4.10	If either Party becomes aware of a personal data breach, that Party shall promptly notify the other Party. In such a case, Parties will fully cooperate with each other to remedy the personal data breach and fulfil any (statutory) notification obligations. A personal data breach refers to any breach or suspected breach of security, including any breach of this Clause 4 and/or any unauthorised or unlawful processing and/or any loss, destruction, damage of, or compromise to, any Data.

4.11	If Party B is based in a country that is not within the United Kingdom and does not have an United Kingdom “adequacy regulation” as listed on https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/international-transfers-a-guide/#Q1, the international data transfer addendum set out in Annex 1 is hereby incorporated into this Agreement.


5.	Acknowledgement and attribution of publications

5.1	If Data are used for a report or publication without any statistical or clinical input from the Registry Project Management Team at the Office For Rare Conditions within Party A, Party B must acknowledge the Data source along with a disclaimer. The current recommended text for use in publications is available on the website https://globe-reg.net/publication-plan/ 

5.2	Party B must include personnel involved in the Registry at the Office for Rare Conditions as co-authors in any publication or report when statistical or analytical support or clinical input has been required from the Office for Rare Conditions within Party A. Any document to be distributed or published must be made available to the Project Management Team for review at least sixty (60) days in advance of the distribution or publication date. 

5.3	Party B must provide a copy of published research based on Data, to the Project Management Team at the Office for Rare Conditions at Party A.

5.4. 	The source and data handling methods should be made clear in the ‘Methods’ section of the publication. The abstract should also include the 'GloBE-Reg Registry' which would allow for searching for publications with these key words. Logos for inclusion in publications and reports are available on the website at https://globe-reg.net/publication-plan/

6	Liability

6.1	Except to the extent prohibited by law, Party B assumes all direct liability for damages which may arise from its receipt, use, storage or destruction of the Data. Party A will not be liable to Party B for any use made of the Data, including any loss, claim or demand made by Party B or made against Party B by a third party, due to or arising from the use, storage or disposal of the Data by Party B.




7. 	Agreement formalities

This Agreement is signed by an authorised signatory for each Party below.

The GloBE-Reg reference number: DSA[          ]              

Period of Agreement 
· Data shared and available for analysis: [dd/mm/yy] to [dd/mm/yy]
· Data shared for storage only: [dd/mm/yy] to [dd/mm/yy]

Review date: [dd/mm/yy]


Signed on behalf of GloBE-Reg by

Name (print)     

Role                  


Signature          

Date                  



Signed on behalf of                                               by

Name (print)

Role


Signature

Date          



Copy of Agreement to be provided to the GloBE-Reg Registry at the Office For Rare Conditions for inclusion on the information sharing register.

Once the end date of the agreement has been reached then Party B will confirm, using the form below, that:

1. The Data have been used in accordance with this Agreement.
2. The Data have not been shared with other parties not mentioned in this Agreement.
3. The Data have only been used for the Project.
4. The Data have been destroyed in accordance with the criteria set out in this Agreement



End of Agreement Sign off

The GloBE-Reg reference number: DSA[     ]              


Party B …………………...…………………...…………………...…………………...
                                                                                                                                                   


Confirms that:

1. The Data have been used in accordance with this Agreement.

2. The Data have not been shared with other parties not mentioned in this Agreement.

3. The Data have only been used for the Project.

4. Any Data that were not used for analysis for the purpose of an output in respect of the Project have been destroyed in accordance with the criteria set out in this Agreement and were destroyed on [dd/mm/yy]

5. Data that were used for analysis for the purpose of an output in respect of the Project have been stored and shall be destroyed by [dd/mm/yy]

6. Data that were used for analysis for the purpose of an output in respect of the Project were also returned to Party A on [dd/mm/yy]






Signed on behalf of ……………………………………………by

Name (print)……………………………………………………….

Role………………………………………………………………...


Signature…………………………………………………………..

Date          /          /          




Annex 1 – international data transfer addendum
(Only to be completed by Party B in countries not covered by the adequacy regulation)

4.11 	If Party B is based in a country that is not within the United Kingdom and does not have an United Kingdom “adequacy regulation” as listed on https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/international-transfers-a-guide/#Q1, the international data transfer addendum set out in Annex 1 is hereby incorporated into this Agreement.



Standard Data Protection Clauses to be issued by the Commissioner under S119A(1) Data Protection Act 2018
International Data Transfer Addendum to the EU Commission Standard Contractual Clauses
VERSION B1.0, in force 21 March 2022
[bookmark: _Hlk92884578][bookmark: _Hlk92885565]This Addendum has been issued by the Information Commissioner for Parties making Restricted Transfers. The Information Commissioner considers that it provides Appropriate Safeguards for Restricted Transfers when it is entered into as a legally binding contract.
[bookmark: _Toc79405424]
Part 1: Tables

Table 1: Parties
	Start date
	

	The Parties
	Exporter (who sends the Restricted Transfer) Party A
	Importer (who receives the Restricted Transfer)
Party B

	Parties’ details
	Full legal name: University Court of the University of Glasgow
Trading name (if different): University of Glasgow
Main address (if a company registered address): University Avenue, Glasgow, G12 8QQ, United Kingdom
Official registration number (if any) (company number or similar identifier): SC004401
	Full legal name:      
Trading name (if different):      
Main address (if a company registered address):      
Official registration number (if any) (company number or similar identifier):      

	Key Contact
	Full Name (optional): Jillian Bryce
Job Title: GloBE-Reg Project Manager
Contact details including email: jillian.bryce@Glasgow.ac.uk 
	Full Name (optional):      
Job Title:      
Contact details including email:      




Table 2: Selected SCCs, Modules and Selected Clauses
	Addendum EU SCCs
	|_| The version of the Approved EU SCCs which this Addendum is appended to, detailed below, including the Appendix Information:
Date:       
Reference (if any):       
Other identifier (if any):       
Or
|X| the Approved EU SCCs, including the Appendix Information and with only the following modules, clauses or optional provisions of the Approved EU SCCs brought into effect for the purposes of this Addendum: 


	Module
	Module in operation
	Clause 7 (Docking Clause)
	Clause 11 
(Option)
	Clause 9a (Prior Authorisation or General Authorisation)
	Clause 9a (Time period)
	Is personal data received from the Importer combined with personal data collected by the Exporter?

	1
	Yes
	No
	No
	
	
	

	2
	No
	N/A
	N/A
	N/A
	N/A
	

	3
	No
	N/A
	N/A
	N/A
	N/A
	

	4
	No
	N/A
	N/A
	
	
	N/A


Table 3: Appendix Information
“Appendix Information” means the information which must be provided for the selected modules as set out in the Appendix of the Approved EU SCCs (other than the Parties), and which for this Addendum is set out in:
	Annex 1A: List of Parties: See ‘Table 1: Parties’ above

	Annex 1B: Description of Transfer: See the GloBE-Reg Data Sharing Agreement (DSA) to which this Addendum is attached

	Annex II: Technical and organisational measures including technical and organisational measures to ensure the security of the data: See the GloBE-Reg Data Sharing Agreement (DSA) to which this Addendum is attached      

	Annex III: List of Sub processors (Modules 2 and 3 only): N/A



	



Table 4: Ending this Addendum when the Approved Addendum Changes
	Ending this Addendum when the Approved Addendum changes
	Which Parties may end this Addendum as set out in Section ‎19:
|_| Importer
|_| Exporter
|X| neither Party



Part 2: Mandatory Clauses

Entering into this Addendum
Each Party agrees to be bound by the terms and conditions set out in this Addendum, in exchange for the other Party also agreeing to be bound by this Addendum.
[bookmark: _Ref90904580]Although Annex 1A and Clause 7 of the Approved EU SCCs require signature by the Parties, for the purpose of making Restricted Transfers, the Parties may enter into this Addendum in any way that makes them legally binding on the Parties and allows data subjects to enforce their rights as set out in this Addendum. Entering into this Addendum will have the same effect as signing the Approved EU SCCs and any part of the Approved EU SCCs.
[bookmark: _Hlk92885712]Interpretation of this Addendum 
Where this Addendum uses terms that are defined in the Approved EU SCCs those terms shall have the same meaning as in the Approved EU SCCs. In addition, the following terms have the following meanings:
	Addendum 
	This International Data Transfer Addendum which is made up of this Addendum incorporating the Addendum EU SCCs.

	Addendum EU SCCs
	The version(s) of the Approved EU SCCs which this Addendum is appended to, as set out in Table 2, including the Appendix Information.

	Appendix Information
	As set out in Table ‎3.

	Appropriate Safeguards
	The standard of protection over the personal data and of data subjects’ rights, which is required by UK Data Protection Laws when you are making a Restricted Transfer relying on standard data protection clauses under Article 46(2)(d) UK GDPR.

	Approved Addendum
	The template Addendum issued by the ICO and laid before Parliament in accordance with s119A of the Data Protection Act 2018 on 2 February 2022, as it is revised under Section ‎18.

	Approved EU SCCs 
	The Standard Contractual Clauses set out in the Annex of Commission Implementing Decision (EU) 2021/914 of 4 June 2021.

	ICO
	The Information Commissioner.

	Restricted Transfer
	A transfer which is covered by Chapter V of the UK GDPR.

	UK 
	The United Kingdom of Great Britain and Northern Ireland.

	UK Data Protection Laws 
	All laws relating to data protection, the processing of personal data, privacy and/or electronic communications in force from time to time in the UK, including the UK GDPR and the Data Protection Act 2018.

	UK GDPR 
	As defined in section 3 of the Data Protection Act 2018.



This Addendum must always be interpreted in a manner that is consistent with UK Data Protection Laws and so that it fulfils the Parties’ obligation to provide the Appropriate Safeguards. 
If the provisions included in the Addendum EU SCCs amend the Approved SCCs in any way which is not permitted under the Approved EU SCCs or the Approved Addendum, such amendment(s) will not be incorporated in this Addendum and the equivalent provision of the Approved EU SCCs will take their place.
If there is any inconsistency or conflict between UK Data Protection Laws and this Addendum, UK Data Protection Laws applies.
If the meaning of this Addendum is unclear or there is more than one meaning, the meaning which most closely aligns with UK Data Protection Laws applies. 
Any references to legislation (or specific provisions of legislation) means that legislation (or specific provision) as it may change over time. This includes where that legislation (or specific provision) has been consolidated, re-enacted and/or replaced after this Addendum has been entered into. 
Hierarchy 
[bookmark: _Ref90905648]Although Clause 5 of the Approved EU SCCs sets out that the Approved EU SCCs prevail over all related agreements between the parties, the parties agree that, for Restricted Transfers, the hierarchy in Section ‎10 will prevail.
[bookmark: _Ref90905652]Where there is any inconsistency or conflict between the Approved Addendum and the Addendum EU SCCs (as applicable), the Approved Addendum overrides the Addendum EU SCCs, except where (and in so far as) the inconsistent or conflicting terms of the Addendum EU SCCs provides greater protection for data subjects, in which case those terms will override the Approved Addendum.
[bookmark: _Ref90906696]Where this Addendum incorporates Addendum EU SCCs which have been entered into to protect transfers subject to the General Data Protection Regulation (EU) 2016/679 then the Parties acknowledge that nothing in this Addendum impacts those Addendum EU SCCs.
Incorporation of and changes to the EU SCCs
[bookmark: _Ref90906729][bookmark: _Hlk92876330]This Addendum incorporates the Addendum EU SCCs which are amended to the extent necessary so that:
a. together they operate for data transfers made by the data exporter to the data importer, to the extent that UK Data Protection Laws apply to the data exporter’s processing when making that data transfer, and they provide Appropriate Safeguards for those data transfers; 
b. Sections ‎9 to ‎11 override Clause 5 (Hierarchy) of the Addendum EU SCCs; and
c. this Addendum (including the Addendum EU SCCs incorporated into it) is (1) governed by the laws of England and Wales and (2) any dispute arising from it is resolved by the courts of England and Wales, in each case unless the laws and/or courts of Scotland or Northern Ireland have been expressly selected by the Parties.
[bookmark: _Ref90907070]Unless the Parties have agreed alternative amendments which meet the requirements of Section ‎12, the provisions of Section ‎15 will apply.
No amendments to the Approved EU SCCs other than to meet the requirements of Section ‎12 may be made.
[bookmark: _Ref90907321]The following amendments to the Addendum EU SCCs (for the purpose of Section ‎12) are made: 
a. References to the “Clauses” means this Addendum, incorporating the Addendum EU SCCs;
b. In Clause 2, delete the words:
“and, with respect to data transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679”;
c. Clause 6 (Description of the transfer(s)) is replaced with:
“The details of the transfers(s) and in particular the categories of personal data that are transferred and the purpose(s) for which they are transferred) are those specified in Annex I.B where UK Data Protection Laws apply to the data exporter’s processing when making that transfer.”;
d. Clause 8.7(i) of Module 1 is replaced with:
“it is to a country benefitting from adequacy regulations pursuant to Section 17A of the UK GDPR that covers the onward transfer”;
e. Clause 8.8(i) of Modules 2 and 3 is replaced with:
“the onward transfer is to a country benefitting from adequacy regulations pursuant to Section 17A of the UK GDPR that covers the onward transfer;”
f. References to “Regulation (EU) 2016/679”, “Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation)” and “that Regulation” are all replaced by “UK Data Protection Laws”. References to specific Article(s) of “Regulation (EU) 2016/679” are replaced with the equivalent Article or Section of UK Data Protection Laws;
g. References to Regulation (EU) 2018/1725 are removed;
h. References to the “European Union”, “Union”, “EU”, “EU Member State”, “Member State” and “EU or Member State” are all replaced with the “UK”;
i. The reference to “Clause 12(c)(i)” at Clause 10(b)(i) of Module one, is replaced with “Clause 11(c)(i)”;
j. Clause 13(a) and Part C of Annex I are not used; 
k. The “competent supervisory authority” and “supervisory authority” are both replaced with the “Information Commissioner”;
l. In Clause 16(e), subsection (i) is replaced with:
“the Secretary of State makes regulations pursuant to Section 17A of the Data Protection Act 2018 that cover the transfer of personal data to which these clauses apply;”;
m. Clause 17 is replaced with:
“These Clauses are governed by the laws of Scotland.”;
n. Clause 18 is replaced with:
[bookmark: _Hlk92820147]“Any dispute arising from these Clauses shall be resolved by the courts of Scotland. A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts of any country in the UK. The Parties agree to submit themselves to the jurisdiction of such courts.”; and
o. The footnotes to the Approved EU SCCs do not form part of the Addendum, except for footnotes 8, 9, 10 and 11. 
Amendments to this Addendum 
[bookmark: _Ref90906380]The Parties may agree to change Clauses 17 and/or 18 of the Addendum EU SCCs to refer to the laws and/or courts of Scotland or Northern Ireland.
If the Parties wish to change the format of the information included in Part 1: Tables of the Approved Addendum, they may do so by agreeing to the change in writing, provided that the change does not reduce the Appropriate Safeguards.
[bookmark: _Ref90907400]From time to time, the ICO may issue a revised Approved Addendum which: 
a. makes reasonable and proportionate changes to the Approved Addendum, including correcting errors in the Approved Addendum; and/or
b. reflects changes to UK Data Protection Laws;
The revised Approved Addendum will specify the start date from which the changes to the Approved Addendum are effective and whether the Parties need to review this Addendum including the Appendix Information. This Addendum is automatically amended as set out in the revised Approved Addendum from the start date specified. 
[bookmark: _Ref93329888][bookmark: _Ref92725699]If the ICO issues a revised Approved Addendum under Section ‎18, if any Party selected in Table 4 “Ending the Addendum when the Approved Addendum changes”, will as a direct result of the changes in the Approved Addendum have a substantial, disproportionate and demonstrable increase in: 
a its direct costs of performing its obligations under the Addendum; and/or 
b its risk under the Addendum, 
and in either case it has first taken reasonable steps to reduce those costs or risks so that it is not substantial and disproportionate, then that Party may end this Addendum at the end of a reasonable notice period, by providing written notice for that period to the other Party before the start date of the revised Approved Addendum.
[bookmark: _Ref90906389]The Parties do not need the consent of any third party to make changes to this Addendum, but any changes must be made in accordance with its terms.
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